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Harish Chandra Mathur Lane, Janpath
BHARAT SANCHAR NIGAM LIMITED

Fax: Q11 — 23359047 (A Govt. of India Enterprise)
BSNL3(5 ), BSNLLIVE
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No. MOB- 1/ Fraud - 2011 Dated 1°' March, 2012

To,
1. All CGMs Telecom circles / Metro Districts. BSNL.
2. Sr. GM PP-CM /GM Fin CM / GM VAS, BSNL C.O
Subject :- International call fraud cases
Kindly find enclosed copy of following letters on the subject :-

(i) Karnataka circle letter No.DGM (IN & VAS) / Genl. 2011-12 dated 15.2.12 (Annexure — |)
(ii) TRAI Letter No. 308-11/2010 — QoS dated 13 212 (Annexure — Il)

=225 The matter was telephonically enquired from Karnataka circle and it is understood that missed
calls were being received by BSNL subscribers from Premium rate overseas Numbers. BSNL subscribers
dialed back these numbers resulting in high bills / charges. Some calls were made to these numbers by
BSNL officials in order to know about their source. The response from the other party was in Hindi
language and they claimed to be speaking from Mumbai Further details can be taken from Mr. Ravi
Kumar DGM Karnataka (Mobile No. 9448010669)
3 TRAI have suggested certain measures to overcome / minimize International call fraud cases
4 In view of above PP- CM / Fin CM / VAS cell of BSNL C.O. may take necessary action with
regard to tariff / its configuration in Billing platforms and INs, so as to ensure that there is no loss of
revenue to BSNL with regard to BSNL mobile network

R In above reference, all CGMs Telecom circles / Metro Districts are requested to kindly arrange to

ensure the following -

(i) It is reiterated to ensure that High Usage reports (HURs) from the fMCC Platforms are being
timely generated and intimated to concerned officials and necessary action is being taken on the
same.

(i) Implementation of TRAI suggestions as stated in Annexure Il, in BSNL mobile network in

coordination with the respective vendors and subject to technical feasibility. In case any point is
not feasible / not practically implementable, then the same may please be intimated with a
technical note

(1ii) Based on the CLI pattern of such calls, Karnataka circle has blocked outgoing call to certain
series of nos. Details of the same are enclosed as Annexure lil. Circles / Metro districts are
requested to take similar action in their switches

)

£), BSNLC.O

6. This has approval of GM (NWO-CM), BSNL C.O

Encl. As above

Copy for kind information and necessary action to:-

CMD / Dir (CM) / Dir (F) / Dir (CFA) / Dir (EB), BSNL.

Dir (CFA), BSNL for necessary action w.r.t. BSNL Fixed Access network

Sr. DDG (AS) / DDG(CS), DOT

GM (ILD) / GM (Revenue Assurance) / GM NWP CDMA Wi-max BSNL C.O

DGM NWO (CDMA — Wi-max) BSNL C.O

M/s Ericsson / IT1 / Alcatel Lucent / NSN / M/s Huawei for necessary action as per para 5(ii) above
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BHARAT SANCHAR NIGAM LIMITED

(A Gowt, of Indla Entatpriae)
0/o Deputy General Manager( IN&VAS)
2™ Floor, Tel Exge Bldg  Shankarapuram, B.T Road Bangalore-560019
Ph: 080-26602025  FAX:080-26601278
No. DGM(IN&VAS)/Genl/2011-12/  dated @ Bangalore-19 the 15-02-2012,

To: GM NW O, CM
BSNL, Corporate Office,
New Delhi.

Subject ; [nternational Calls Fraud Cases reg.,
A [TIL L)

In the recent past lot many complaints are being registered by the customers on missed calls
from the international numbers from the series 0022455001, 002463, 00675, 0022455001,
00263732210,006757956, 009609001 The calling party is giving the missed calls to our customers
with the prefixes +22, +24, +675, +263, +875, +86, that too in the odd time. Out of anxiety our
customers are calling back these numbers thinking of emergency and getting charged at 1SD
rates of Rs40/- per min.

As initial measure to stop this fraud, all the above codes in the MSCs are blocked , so that our
customers would not be able to dial these numbers out, where as some genuine customers
calling the numbers in these series also might have been affected.

ON studying the fraud by making the test calls it is observed that the calls are landing on
international numbers via ILD gateway and being getting diverted to some call center located
in Mumbai and they are trying their level best to continue the call to the maximum period.

Hence it is hereby requested to take up the issue with concerned authoriries to arrest the
fraud immediately. ;
5 WAy g
(S RAVIKUMAR)

DGM(IN&VAS)
BANGALORE-19

To: 1.GMNW O CM, KTK Circle, Bangalore-8
2.DDG Term Cell, Bangalore.
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TELECOM REGULATORY AUTHORITY OF INDIA
Mahanagar Doorsanchar Bhawan, Jawahar Lal Nehru Marg,
(Old Minto Road), New Delhi-110002

Fax : 91-11-23213294

F.N0.308-11/2010-Q0S Dated 13" February, 2012

Subject: Issue of wangiri calls and messages from international locations
prompting customers to respond - regarding.

A meeting was held in TRAI on 7" February, 2012 at 11:00 hrs. to discuss issues
relating to the problem of missed calls and messages from international locations
prompting customers to respond (commonly called as wangiri calls). The meeting was
chaired by Advisor (QOS) and attended by representatives of International Long
Distance Operators (ILDOs) and the access providers. During the meeting, problems
relating to wangiri calls from international locations were discussed and the following
suggestions emerged:

(a) Providing a voice alert about the premium rate charges for the ISD calls

before materialization of the call, in accordance with regulation 10 of the Telecom

Consumers Pr i i 012: Some of the ILD operators informed

that it is difficult for them to idertify whethar the call is a premium rate service call

or not. The ILD Operators do not have bilateral agreements with these carriers in
(D 5 other countries. But, such alerts can be given by the access service providers.

(b) Before an ISD call is materialized or established, an announcement may be
made that the call is an ISD call: This option may be explored by the access

@ _— \service providers.

(c) Calls having similar ‘signatures’ from a destination above a certain threshold
could be a wangiri call and outgoing calls to such destinations should invariably
carry an announcement waming the customer about ISD call and possibility of
premium charges: Most of the ILD operators suggested that this could be better
——= rather than giving announcement before all ISD calls. Some of the access
providers also expressed that they are already implementing similar sol ons.

(d) Suppression of the first ring to the subscriber: Most of the ILDO/ access

providers opined that such calls are generally established through an auto dialer

which is programmed to ring only once. Hence, the possibility of suppression of

> thefirst ring to the subscriber may be explored. It was also pointed out that in
@ the last decade when Japan was experiencing such wangiri calls, the operators
introduced the concept of suporessior, of the first ring and the problem was

largely addressed. Some of the operators pointed out that this option could be
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[image: image4.jpg]explored, but they also pointed out that there is a general practice of missed calls
especially from Middle East counries.

(¢) 19D faclty to be provided only to those customers who request for such
service: It was pointed out that most of the customers do not require ISD faciity.
And i the customers could be ISD barred and only allowed upon a request there
may not be case of unknowingly responding to such wangii calls. However,
some of the senvice providers had also suggested that instead of total ISD
barring, the facilty of opt-out for customers may be explored.

(i There s a need to create awareness amongst consumers about this problem
and in this regard advertisement campaigns need to be undertaken.

It was informed by Advisor (QOS) that the service providers may deliberate these

issues within their organisation and these issues could be further discussed in the
forthcoming workshop on 14" February, 2012 on implementaton of TRA directions on
unsolicited commercial communications.

To

The meeting ended with a vote of thanks to the char
i
S\N
(Shaji Abraham)
Joint Advisor (QOS)

ANl ILD Operators. '
All Access Service Providers.
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Vivek Narain o

From: ravi kumar [raviits97@gmail.com]

Sent: Wednesday, February 29, 2012 6:12 PM
To: jtddg_cme@bsnl.co.in

Ce: 3 Venkateswar Reddy

Subject: International Fraud cases.

In continuation with the telephonic conversation on the above subject . pl find the following CLIs through
which BSNL Karnataka customers are receiving calls.
This is for your kind infmn.

~

“Lls
263732210385
9609005901
263732210334
9609005062
263732210312
263732210378
. 17162000933
- 9609001842
9609005019
9609005060
9609005061
9609005062
9609005063
9609005064
9609005065
9609005341
9609005523
9609005870
9609005878
9609005879
9609005902
9609005903 ‘
9609005904
9609005981

regards

S.Ravikumar
DGM(NTB&VAS)
Bangalore

09448010669
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FW: Blocked ISD Codes Y tnox S
show details 1:09 PM (5 minutes ago) Reply

Compose mail

158 Vivek Narain to me

(4} From: ravi kumar [mailto:r:
/ e Sent: Thursday, March 01, 2012 12 24 PM

= To: itdda_cme@bsnl.co.in
§ Subject: Blocked ISD Codes
G
Sir, w
P! find the following International Codes blocked in KTK MSCs. This is for your kind infmn. /:‘
" 009609005901, u
s 009609001, =
; 009609005, w
Vouaeimebe . 009609141, 5
00263732210, m
002455001, 3
002463, 4
009609895, M
009609001, )
006757956, . o
. %
‘regards By
[ T S Ravikumar s
DGM(IN&VAS) -
3 Bangalore «
09448010669 ai
b
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